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ABSTRACT

Recently, Post-Quantum Cryptography (PQC), which is secure against attacks using quantum computers, has been actively
studied. In 2022, the KpqC competition, a competition for domestic PQC standardization, was launched, and a total of 16
candidate algorithms were received, and the first round is underway. In this paper, we apply Alexander May’s Meet-LWE
attack to TiGER, a lattice-based key encapsulation mechanism that is a candidate for the first round of the KpqC
competition, and analyze its concrete attack complexity. The computational results of applying the Meet-LWE attack to each
of the proposed parameters of TiGER show that the proposed TiGER192 parameter, which targets 192-bit quantum security,
actually achieves 170-bit classical security. In addition, we propose a parameter setting to increase the attack complexity
against the Meet-LWE attack.
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5.1 TiGER m2i0|E{e} oY =X

TiGERE NIST <oFdA  #¥  (Security
Level) 1, 3, 5ol tgsl=  wejn|gal
TiGER128, TiGER192, TiGER256% Alet3}sd
on 22+ AES128, AES192, AES2563 55
g FFo AL VELR o] A= &
A el uwE FAHQ Fepele] 3=
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Table 1. Recommended Parameters of TiGER

o [ Ty o [l ] ] 0] 4]
TOER 1 510 | 256 | 26| 64 | 64 | 160 128) 32| 128 3
TOER 1 1004 256 | 64 | 64| 4 | 84| 84| 84| 256 5
DATER 1004 056 | 26| 128 4 | 108 198 32| 256 5

B
A8 Ao FARS £33 TiGER KEM ¢F
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“20] 8 37140 Rounding® 43 o5
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Table 2. Estimated log time complexity
(log, (time complexity)) of Meet-LWE attack for

the paramter sets TiGER128, TiGER192,
TiGER256.
Rep-0 Rep-1 Rep-2
TiGER128 225 175 167
TiGER192 220 194 170
TiGER256 387 309 298
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Table 3. Estimated log memory complexity of
Meet-LWE attack for the paramter sets
TiGER128, TiGER192, TiGER256.

Rep-0 Rep-1 Rep-2
TiGER128 213 150 142
TiGER192 210 165 141
TiGER256 370 269 258

Meet-LWE A tlg Auzkes) 743
o 2agte el s okl 3 ARl
HhER ol

5.3 Discussion

5.24¢4 TIiGER KEMell ™ Meet-LWE
-4 A4 A9 TS ¥4 43 Figl. 7
Zo] TIGER128, TiGER192, TiGER256 I}&}7]
ol dls] 42 167-bit, 170-bit, 298-bit<]
classical S-S Z=vhe AL skl &
3], TiGER1929 7% Rep-28 °]&3}=
Meet-LWE<] s 170-bit HAS Z7] o
£ TiGER AHEAN NN FAg 192-bite] &
At S BEEA] Rithe A #AY ¢ 9]
AArt.

Meet-LWE 340l digt kA& 2Ashr] 4
& 7P fEslk &gl % b= LWE/R
v7)e] el EE E= Aol At A
TiGER192 setu|ejo dis] w]d7]¢ o]
EE 100 o]AH(resp. 104 oAhH o= AAs4
Meet-LWE  F# sl  192-bit(resp.

2

[
Meet-LWE Rep-0
P ——
TiGER128: time= 225.3
TiGER192: time= 220.3
TiGER256: time= 387.7

ek kKK kR

213.4 + 11.9, memory= 213.4
209.9 + 10.4, memory= 209.9
369.5 + 18.2, memory= 369.5

Meet-LWE Rep-1
P —
TiGER128: time= 175.5
TiGER192: time= 194.0
TiGER256: time= 309.5
J—
Meet-LWE Rep-2
O ——

TiGER128: time= 167.0

50.2 + 25.4, memory= 150.2 with (11, 2, 1)
64.9 + 29.0, memory= 164.9 with (8, 1, 1)
69.1 + 4

1
1
2 0.4, memory= 269.1 with (16, 1, 1)

5.4, memory= 141.7 with (11, 0, 2, 0)

216

200
192
184
176
168

160
80 85 90 95 100 105 110 115

Fig. 2. Meet-LWE Time Complexity for the LWR
Instance in TIGER when increasing %,
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Fig. 1. Test Results for the Python code to
compute Meet-LWE attack time and memory
complexities for Rep-0, Rep-1, Rep-2,
respectively.
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Table 4. Estimated log time complexity
(log, (complexity)) of Meet-LWE attack for the

paramter sets SMAUG128, SMAUG192,
SMAUG256.
Rep-0 Rep-1 Rep-2
SMAUG128 231 183 176
SMAUG192 289 233 228
SMAUG256 342 287 277




718 KpaC 1 = TiGER KEM® Meet-LWE g0l dig k44 +4]

Table 5. Estimated log time complexity 6110, pp. 1-23, May. 30 -Jun. 3, 2010.
(log, (complexity)) of Meet-LWE attack for the (6] F. Luo. F. Wang, K. Wang and K.
EIaTrF?CJ]:—eSrGLl, SN‘?F;UHI\I{I'BF;L.HSM, NTRU+768, Chen, "Fully hom().morphic e.ncrypti.on
based on the ring learning with
Rep-0 | Rep-1 | Rep-2 rounding problem,” IET Information
NTRU+576 334 258 250 Security, vol. 13, no. 6, pp. 639-648,

NTRU+768 446 347 332 Nov. 2019.
NTRU +864 502 395 372 (7) D. Hofheinz, K. Hovelmanns, and E.
NTRU+1152 670 549 493 Kiltz. “A modular analysis of the
Fujisaki-Okamoto transformation,”
References Theory of Cryptography Conference
(TCC 2017), LNCS 10677, pp 341-371,

(1) P.W. Shor, “Algorithms for quantum Nov. 2017.

computation: discrete logarithms and
35th annual
foundations of

factoring,” Proceedings
symposium on
computer science. IEEE, pp. 124-134,
Nov. 1994.

J.Y. Park, Y.H. Moon, W. Lee, S.H.
Kim and K. Sakurai, “A survey of
polynomial with
RSA-ECC COpTrocessors and
implementations of NIST PQC round3
kem algorithms in Exynos2100,” in
IEEE Access, vol. 10, pp. 2546-2563,
Dec. 2021.

KpaC Competition Algorithms,
2023),
html
J. Buchmann, et al. “On the hardness

multiplication

(10/5,
https://kpqc.or.kr/competition.

of LWE with binary error: Revisiting
the  hybrid
meet-in-the-middle

lattice-reduction and
attack,”
International Conference on
Cryptology in Africa (AFRICACRYPT
2016), LNCS 9646, pp. 24-43, Apr.
2016.

V. Lyubashevsky, C. Peikert, and O.
Regev. “On ideal lattices and learning
with errors over rings.,” Advances in
Cryptology, EUROCRYPT 2010: 29th
Annual
the
Cryptographic

International Conference on
and Applications of
Techniques, LNCS

Theory

(13)

H. Baan, S. Bhattacharya, §S.
Fluhrer, O. Garcia-Morchon, T.
Laarhoven, R. M.O.
Saarinen, L. Tolhuizen and Z. Zhang,
“Round5: Fast
Post-quantum Public-Key Encryption,”
Post-Quantum Cryptography
(PQCrypto 2019), LNCS 11505, pp.
83-102, Jul. 2019.

E. Alkim, L. Ducas, T. Poppelmann
and P. Schwabe, "Post-quantum key
Exchange—A new hope,” 25th USENIX
Security Symposium (USENIX
Security 16). pp. 327 - 343, Aug. 2016.
A. May, "How to meet ternary LWE
keys” Proceedings of the 2021
Advances in Cryptology-CRYPTO
2021, LNCS 12826, pp.701-731, Aug.
2021.

M.R. Albrecht, R. Player and S.
Scott. “On the concrete hardness of
Learning with Errors’.
Mathematical Cryptology. vol. 9, no.
3, pp. 169-203, Oct. 2015.

K. Boudgoust, C. Jeudy, A.
Roux-Langlois and W. Wen. “On the
hardness of module-LWE with binary
secret,” Cryptographers’ Track at the
503-526, May

Rietman,

Compact and

Journal of

RSA Conference, pp.
2021.

KpqC Bulletin Board, (10/5, 2023),


https://kpqc.or.kr/competition.html
https://kpqc.or.kr/competition.html

AR B 5334 (2023, 10) 719

https://groups.google.com/g/kpac-bull
etin

(14) S. Park, C. Jung, A. Park, J. Choi,
and H. Kang. “TiGER: Tiny
bandwidth key encapsulation
mechanism for easy miGration based
on RLWE(R).” IACR ePrint 2022-1651,
Nov. 2022.

(M RE29H)

o] & 3] (Joohee Lee) A3|Y

20134 249 wHdEw Fusa &

20194 84 Agdistu Fe|shy *P (=3 )

20199 89 ~20229 24 AHASDS A+4 Heldwz|ZLab Senior Engineer
20229 39~ Aoz 3R ekEata v

(Ao t5d), ofAplAdts, Zefo]H Al B

1
2021 39~ 84 AloiAehaha §ubTE) Aoty
Yop) ANNT, FEe, vl

7] A % (Jiseung Kim) A34

2013% 29 Agdsta 83 <

20204 29 Mg |t wal (ks A3

20209 3€9~20224 29¥4: n5skd AL Research Fellow
20229 39 ~AA: AR 7A5FE AdFA T af

(A Bo})y o} 53t Axlruiels A REA



https://groups.google.com/g/kpqc-bulletin
https://groups.google.com/g/kpqc-bulletin




